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(c) Conditions that could mitigate secu-
rity concerns include: (1) The alcohol re-
lated incidents do not indicate a pat-
tern; 

(2) The problem occurred a number of 
years ago and there is no indication of 
a recent problem; 

(3) Positive changes in behavior sup-
portive of sobriety; 

(4) Following diagnosis of alcohol 
abuse or alcohol dependence, the indi-
vidual has successfully completed im-
patient or outpatient rehabilitation 
along with aftercare requirements, par-
ticipates frequently in meetings of Al-
coholics Anonymous or a similar orga-
nization, has abstained from alcohol 
for a period of at least 12 months, and 
received a favorable prognosis by a 
credentialed medical professional or a 
licensed clinical social worker who is a 
staff member of a recognized alcohol 
treatment program. 

§ 147.10 Guideline H—Drug involve-
ment. 

(a) The concern. (1) Improper or ille-
gal involvement with drugs raises ques-
tions regarding an individual’s willing-
ness or ability to protect classified in-
formation. Drug abuse or dependence 
may impair social or occupational 
functioning, increasing the risk of an 
unauthorized disclosure of classified 
information. 

(2) Drugs are defined as mood and be-
havior altering substances, and in-
clude: 

(i) Drugs, materials, and other chem-
ical compounds identified and listed in 
the Controlled Substances Act of 1970, 
as amended (e.g., marijuana or can-
nabis, depressants, narcotics, stimu-
lants, and hallucinogens), 

(ii) Inhalants and other similar sub-
stances. 

(3) Drug abuse is the illegal use of a 
drug or use of a legal drug in a manner 
that deviates from approved medical 
direction. 

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude: (1) Any drug abuse (see above 
definition); 

(2) Illegal drug possession, including 
cultivation, processing, manufacture, 
purchase, sale, or distribution; 

(3) Diagnosis by a credentialed med-
ical professional (e.g., physician, clin-

ical psychologist, or psychiatrist) of 
drug abuse or drug dependence; 

(4) Evaluation of drug abuse or drug 
dependence by a licensed clinical social 
worker who is a staff member of a rec-
ognized drug treatment program; 

(5) Failure to successfully complete a 
drug treatment program prescribed by 
a credentialed medical professional. 
Recent drug involvement, especially 
following the granting of a security 
clearance, or an expressed intent not to 
discontinue use, will almost invariably 
result in an unfavorable determination. 

(c) Conditions that could mitigate secu-
rity concerns include: (1) The drug in-
volvement was not recent; 

(2) The drug involvement was an iso-
lated or aberration event; 

(3) A demonstrated intent not to 
abuse any drugs in the future; 

(4) Satisfactory completion of a pre-
scribed drug treatment program, in-
cluding rehabilitation and aftercare re-
quirements, without recurrence of 
abuse, and a favorable prognosis by a 
credentialed medical professional. 

§ 147.11 Guideline I—Emotional, men-
tal, and personality disorders. 

(a) The concern: Emotional, mental, 
and personality disorders can cause a 
significant deficit in an individual’s 
psychological, social and occupation 
functioning. These disorders are of se-
curity concern because they may indi-
cate a defect in judgment, reliability, 
or stability. A credentialed mental 
health professional (e.g., clinical psy-
chologist or psychiatrist), employed 
by, acceptable to or approved by the 
government, should be utilized in eval-
uating potentially disqualifying and 
mitigating information fully and prop-
erly, and particularly for consultation 
with the individual’s mental health 
care provider. 

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude: (1) An opinion by a credentialed 
mental health professional that the in-
dividual has a condition or treatment 
that may indicate a defect in judg-
ment, reliability, or stability; 

(2) Information that suggests that an 
individual has failed to follow appro-
priate medical advice relating to treat-
ment of a condition, e.g., failure to 
take prescribed medication; 
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(3) A pattern of high-risk, irrespon-
sible, aggressive, anti-social or emo-
tionally unstable behavior; 

(4) Information that suggests that 
the individual’s current behavior indi-
cates a defect in his or her judgment or 
reliability. 

(c) Conditions that could mitigate secu-
rity concerns include: (1) There is no in-
dication of a current problem; 

(2) Recent opinion by a credentialed 
mental health professional that an in-
dividual’s previous emotional, mental, 
or personality disorder is cured, under 
control or in remission and has a low 
probability of recurrence or exacer-
bation; 

(3) The past emotional instability 
was a temporary condition (e.g., one 
caused by a death, illness, or marital 
breakup), the situation has been re-
solved, and the individual is no longer 
emotionally unstable. 

§ 147.12 Guideline J—Criminal con-
duct. 

(a) The concern. A history or pattern 
of criminal activity creates doubt 
about a person’s judgment, reliability 
and trustworthiness. 

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude: (1) Allegations or admissions of 
criminal conduct, regardless of wheth-
er the person was formally charged; 

(2) A single serious crime or multiple 
lesser offenses. 

(c) Conditions that could mitigate secu-
rity concerns include: (1) The criminal 
behavior was not recent; 

(2) The crime was an isolated inci-
dent; 

(3) The person was pressured or co-
erced into committing the act and 
those pressures are no longer present 
in that person’s life; 

(4) The person did not voluntarily 
commit the act and/or the factors lead-
ing to the violation are not likely to 
recur; 

(5) Acquittal; 
(6) There is clear evidence of success-

ful rehabilitation. 

§ 147.13 Guideline K—Security viola-
tions. 

(a) The concern. Noncompliance with 
security regulations raises doubt about 

an individual’s trustworthiness, will-
ingness, and ability to safeguard classi-
fied information. 

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude. (1) Unauthorized disclosure of 
classified information; 

(2) Violations that are deliberate or 
multiple or due to negligence. 

(c) Conditions that could mitigate secu-
rity concerns include actions that: (1) 
Were inadvertent; 

(2) Were isolated or infrequent; 
(3) Were due to improper or inad-

equate training; 
(4) Demonstrate a positive attitude 

towards the discharge of security re-
sponsibilities. 

§ 147.14 Guideline L—Outside activi-
ties. 

(a) The concern. Involvement in cer-
tain types of outside employment or 
activities is of security concern if it 
poses a conflict with an individual’s se-
curity responsibilities and could create 
an increased risk of unauthorized dis-
closure of classified information. 

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude any service, whether compensated, 
volunteer, or employment with: (1) A for-
eign country; 

(2) Any foreign national; 
(3) A representative of any foreign in-

terest; 
(4) Any foreign, domestic, or inter-

national organization or person en-
gaged in analysis, discussion, or publi-
cation of material on intelligence, de-
fense, foreign affairs, or protected 
technology. 

(c) Conditions that could mitigate secu-
rity concerns include: (1) Evaluation of 
the outside employment or activity in-
dicates that it does not pose a conflict 
with an individual’s security respon-
sibilities; 

(2) The individual terminates the em-
ployment or discontinues the activity 
upon being notified that it is in con-
flict with his or her security respon-
sibilities. 
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